
Lenovo - SweetLabs Software Principles 
for Lenovo App Explorer 

Overview 
The Lenovo App Explorer App Repository is the exclusive source for apps and services that 
may be listed, recommended, and installed through the Lenovo App Explorer Platform. The 
platform powered by SweetLabs powers not only Lenovo App Explorer 1st-party apps, but 3rd-
party interfaces and apps from independent software vendors (ISV) and the Windows One 
Store. 

The principles exist to ensure a safe and secure PC experience when using software from 
Lenovo App Explorer, either as an ISV or as a distribution/discovery broker. 

General Requirements 
The partner’s product must not: 

● Include any malware or spyware 
● Have facilitated in the spread of malware, nor can the partner’s website be or have been 

engaged in the distribution of malware 
● Install any non-core products not disclosed to the user 
● Deceptively warn the user that uninstalling the application will have any adverse affect 
● Reduce the functionality of another product or website 
● Use any third-party trademarks, copyrighted material, or trade secrets without explicit 

written consent 
● Contain advertisements that are misleading or deceptive in nature 
● Frequently crash or malfunction, or cause instability with Windows or other apps 

installed on the user’s system. 
● Require Windows compatibility modes or fixes 

 
The partner’s product must:  

● Have a compatible manifest, with appropriate GUIDs for each supported version of 
Windows 

● Have DPI-aware interfaces 
● Be localized in the primary language(s) of it’s desired user’s countries 
● Not adversely impact system state translations, including log-off, restart, sleep, 

hibernation, and shutdown (ie. adhere to system restart manager messages) 



● Digitally sign all executable files (.exe, .dll, .ocx, .sys, .cpl, .drv, .scr) with a valid 
Authenticode certificate 

● Support multi-user sessions (ie. run concurrent sessions without conflict or disruption) 
● Comply with US export laws 

Installation 
For interactive installations, the partner’s installer must:  

● Make it straight-forward to opt out of any offer 
● Provide a comprehensive list of all non-core software or add-ons (if applicable) under a 

“Default”, “Quick” or “Recommended” installation if pre-checked, or as a selectable list 
under a “Custom” installation option (or both) in order to obtain proper user consent 

● Be easily cancelable at any point during the install (except during the actual installation 
of the application) 

● Ensure all third-party software can be clearly attributed as to its commonly-known name, 
as well as its source and origin 

 

For interactive installations, the partner’s installer must not:  

● Attempt to restart a canceled installation at any time without obtaining the user’s explicit 
permission 

● Install anything to the user’s computer if the installation is canceled 
● Coerce the user into installing additional software 
● Offer or perform any Search takeovers 

 

For silent installations, the partner’s installer must not:  

● Install any Non-core product(s) or Third-party offer(s) 
● Perform any Search takeovers 

 

The partner’s installer must not:  

● Install Start Menu, taskbar, or desktop shortcuts that are not required to facilitate use or 
enhance the user’s experience of the core product 

● Modify the Start Menu, taskbar, desktop, or other shortcuts for Windows and 3rd-party 
apps installed on the user’s system 

● Install any Drivers, including Network Filters (consult SweetLabs for exception) 

Removal 
The partner’s product must:  



● Provide the ability to easily uninstall the application through: 
○ The Windows Add or Remove Programs or the Programs and Features Control 

Panel; or 
○ The Windows Start menu 

● Provide the ability to easily uninstall browser extensions through: 
○ The Windows Add or Remove Programs or the Programs and Features Control 

Panel utility; or 
○ A simple and easily accessible alternative for removing browser extensions that 

is clearly communicated to the user (e.g. an in-browser extensions removal 
function) 

● Fully remove the applicable executable(s) when a user chooses to uninstall the partner’s 
core product by any of the available methods 

Modifications to the User’s System 
The partner’s installer and software must ask the user permission before installation of non-core 
products and before making any changes to the user’s system, including:  

● Third-party offers 
● Modifications of other applications 
● Modifications of operating system files or functionality 

 

The partner’s installer and product must not:  

● Offer or install browsers, browser toolbars, or other browser add-ons 
● Offer to modify or modify any browser homepage, startup page, new tab page, or default 

search on the user’s system 
● Install any Root Certificate (consult SweetLabs for exception) 
● Load DLLs to intercept Win32 APIs using the AppInit_DLLs infrastructure (consult 

SweetLabs for exception) 
● Modify the user’s system hosts file 

 

The partner’s product:  

● Must provide a clear and simple way to close messaging and offers (eg. standard 
window X button) 

● Pass the Windows Assessment and Deployment Kit tests on high volume and 
mainstream systems, including:  

○ Boot Performance (Fast Startup) 
○ On/Off Transition (Standby) 
○ On/Off Transition (Hibernate) 
○ Idle Energy Efficiency 

 



The partner’s product must not:  

● Present unsolicited messages to the user, or update itself, during the initial 72 hours 
after system setup (“OOBE”) 

● Coerce the user into taking actions, including purchasing an upgrade from a trial to paid 
version 

● Automatically start on system startup or user sign-in (consult Lenovo - SweetLabs for 
exception) 

 

If the partner’s product is preloaded on the user’s system, it must not:  

● Display a notification area icon by default 
● Negatively impact the system performance or experience 

Collection of Information 
● Any information that is collected or transmitted about the user or their computer, 

regardless of it being personally identifiable, must be fully disclosed to the end user. The 
application must clearly disclose the type of information being collected and the method 
of collection. In addition, the location of the privacy policy must be clearly communicated 
and easily accessible to the end user. 

● Any transmission of personally-identifiable information requires explicit user notification 
and consent before collection or transmission. 

Content Restrictions 
The partner’s product must not contain or allow:  

● Nudity, graphic sex acts, or sexually explicit material 
● Depictions of gratuitous violence, or materials that threaten, harass or bully other users 
● Materials, content or speech that promotes hatred toward groups of people based on 

their race or ethnic origin, religion, disability, gender, age, veteran status, or sexual 
orientation/gender identity 

● Misrepresentations that the Software or content accessed by, linked to, or contained 
within, the Software, is authorized by or produced by another company or organization if 
that is not the case 

● Content or materials that infringe on the intellectual property rights of others, including 
patent, trademark, trade secret, copyright, and other proprietary rights 

● Illegal or unlawful activities, content or services 
● Content or services that facilitate online gambling, including but not limited to, online 

casinos, sports betting and lotteries 



End User License Agreements and Privacy Policies 
● Partners must ensure the product being installed fully complies with the product’s End 

User License Agreements (EULA) and privacy policies. 
● The EULAs and privacy policies must be clearly communicated, not deceptive in any 

way and easily accessible to the consumer in a logical and prominent location (in the 
product’s installer, on the partner’s website or on a third-party website) and reading the 
EULAs should be a condition required before users are allowed to download or install 
the product. 

Glossary 
Partners - Any company or individual participating in the SweetLabs App Repository. 

Core product - The product that is required to solve the problem proposed as the key value 
proposition to the consumer. 

Third-party offer - Any offer not core to the partner’s product and not part of the same brand. 
Brands or products that are part of a related parent or subsidiary are considered to be third 
party. 

Opt - The process that allows a consumer to decide whether or not they would like to accept a 
given offer. 

Malware - Short for malicious software, is hostile, intrusive or annoying software designed to 
infiltrate a user’s computer system without their informed consent. 

Spyware - A specific type of malware designed to collect information about users without their 
knowledge or consent. 

Non-core product - A product that is not directly involved with solving the problem proposed as 
the key value proposition to the consumer. 

Executable(s) - An executable object that enables or contains instructions that can be executed 
by the user’s system. 

Search toolbar - Any first or third-party browser toolbar which provides internet search 
capability. 

Search enhancement product - Any product or browser add-on which enhances search results 
by providing additional content in internet search results or alters search results in any manner. 

Search takeover - Any altering of the default search, homepage, new tab page, or startup page 
in any browser installed on the user’s system. 


